
Appendix 2 – draft policies on Safe and Secure City

Security features should be considered at the early stages of design to be most 
effective and avoid the need for retrofitting later during the development process or 
following completion. Consultation with the City Corporation and the City of London 
Police is particularly important. 

The design of a scheme should create safe and accessible environments where 
crime and disorder, and the fear of crime do not undermine quality of life or social 
cohesion. Designs should take into account the most up-to-date information and 
advice regarding security needs in the area, working with local advisors to reduce 
vulnerability and increase resilience. 

Core Strategic Policy CSXX: Safe and Secure City

The City of London Corporation will work with the City of London Police to ensure 
that the City is secure from crime, disorder and terrorism, and is able to 
accommodate large numbers of people safely and efficiently by:

1. Minimising the potential for crime and anti-social behaviour by encouraging a 
mix of uses and natural surveillance of streets and spaces;

2. Implementing measures to enhance the collective security of the City against 
terrorist threats, applying security measures to broad areas such as the Traffic 
and Environmental Zone, major development schemes, or to the City as a 
whole; 

3. Developing area-based approaches to implementing security measures where 
large developments are planned or are under construction simultaneously, 
and in locations where occupiers have requested collective security 
measures; 

4. Taking account of the need for resilience in developments so that residential 
and business communities are better prepared for, and better able to recover 
from emergencies (including the promotion of business continuity measures).  

Policy DMXX: Crowded Places 

All major developments are required to take account of the issue of crowded places 
and counter-terrorism by:

- Conducting a full risk assessment;
- Ensuring early consultation with the City of London Police on risk mitigation 

measures;
- Restricting or rationalising motor vehicle access where required; and 
- Ensuring that public realm and pedestrian permeability is not adversely 

impacted, and that the design of the development considers the application of 
Hostile Vehicle Mitigation measures at an early stage.



Reason for the policy

Places that are attractive, open and easily accessible can often become crowded. 
Such places are a potential target for crime and terrorism and offer the prospect of 
serious disruption or worse. 

Crowded places include mainline and underground stations, shopping centres, bars 
and clubs which are all easily accessible. The high density of development, the 
substantial daytime population and the high-profile of many City buildings and 
businesses make the area a potential target for terrorism.

Measures such as traffic calming may be employed to limit the opportunity for hostile 
vehicle approach. Other measures that have been taken in the City include, the City 
of London Traffic Environmental Zone, which is the security and surveillance cordon 
that surrounds the Square Mile. It consists of road barriers, checkpoints and closed-
circuit television cameras with the aim of slowing, managing and monitoring 
vehicular movements entering the City. In 2016, the City Corporation also approved 
an Anti-Terrorism Traffic Regulation Order (ATTRO), a counter-terrorism measure 
that allows the City of London police to close routes at certain times, specified in the 
order, and divert vehicles away from the area to deal with identified threats. Its 
purpose is to avoid or reduce the likelihood of danger connected with terrorism or 
preventing or reducing damage connected with terrorism. 

How the policy works

A risk assessment should be submitted for approval by the City Corporation as part 
of a planning application or transport proposal which includes:

- Assessment of the risk of structural damage from an attack;
- Identification of measures to minimise any risk;
- Detail on how the perimeter is treated, including glazing;
- Consideration of adjacent land-uses and commuter routes 

Policy DMXX: Dispersal Routes

Applications for major commercial development and developments which propose 
night-time uses should include a Management Statement setting out detailed 
proposals for the dispersal of workers and patrons from premises to ensure the safe 
egress of people, minimise the potential for over-crowding and reduce the instances 
of anti-social behaviour.

Reason for the policy

The City increasingly operates on a 24-hour, 7 day a week basis, with an increase in 
evening and night-time uses. This will inevitably result in an increase in both 
pedestrian and vehicular movements within the City as patrons enter and exit public 
houses, bars, night-clubs and restaurants. Anti-social behaviour, including noise, 
disturbance and odours arising from the operation of the premises can be disruptive 
to City residents and proposals should seek to mitigate any negative impacts that 
may arise, incorporating the Agent of Change principle.
 



The number of workers within the Square Mile inevitably results in pressures on the 
City’s public realm at peak times. It is therefore necessary to provide details of 
dispersal routes as part of planning applications for major commercial developments 
to understand their implications for movement and amenity.  

How the policy works 

The dispersal of patrons from premises, particularly late at night should not have an 
unacceptable impact on the amenity of residents and other noise-sensitive uses. 
Adverse impacts will require mitigation in line with Policy DMX: Evening and Night-
time Economy. 
 
New major commercial developments should incorporate measures to reduce 
pedestrian flow at peak times or provide alternative routes to avoid over-crowding on 
existing streets to ensure the safety and security of the City and to avoid further 
stress on the City’s public realm. 

A Management Statement will set out the measures incorporated into the scheme to 
mitigate the adverse impacts of night-time economy uses. Assessment of the 
Management Statement will have regard to the City of London Noise Strategy, the 
provisions of the City of London Statement of Licensing Policy and any submitted 
licence application operating schedule. 

Policy DMXX: Designing in Security

1. All development should ensure that security measures are incorporated into 
the design of the scheme at an early stage avoiding the need to retro-fit 
measures that adversely impact on the public realm or the quality of design. 
Applicants must liaise with the City Corporation and the City of London Police 
and incorporate their advice into the scheme design as required. 

2. All development should be designed to minimise the need for Hostile Vehicle 
Mitigation on the public highway. Developers will be expected to contribute 
towards the cost of on-street mitigation of the risk of vehicle attacks in the 
vicinity of their developments.

3. Where mixed use schemes are proposed, developments must provide 
independent primary and secondary access points, ensuring that the 
proposed uses are separate and self-contained. 

4. Security measures should be designed within the development’s boundaries 
and integrated with those of adjacent buildings and surrounding public realm. 
Area-wide approaches should be considered. 

5. All security measures which are expected to be more than very short-term 
should be sympathetic to surrounding buildings, the public realm and any 
heritage assets, and must be of a high-quality design.

6. An assessment of the environmental impact of security measures will be 
required. It should address the visual impact and impact on pedestrian flows. 



Reason for the policy

Late consideration of security in developments can be more costly, inefficient, and 
less effective, and can have a negative impact on the architectural quality and design 
of a building and the surrounding public realm. These difficulties can be avoided by 
considering security at the early design stage. 

All new developments need to maximise the level of security provision to reduce the 
risk and the likely impact of an attack. It is not always possible to provide security 
measures wholly within the building or development site, particularly when there is a 
need to provide stand-off distances to protect against potential vehicle-borne attacks, 
or where the building line is immediately bounded by public highway. Security 
features for individual buildings on the public highway should be a last resort when 
all other alternative proposals have been exhausted including the scope for an area-
based approach.

In considering the impact of new development on the public realm, the City 
Corporation will take into account the need for additional security measures within 
the public realm to reduce the risk to individuals from motor vehicles and the 
potential for vehicles to mount pavements. Developers will be expected to contribute 
towards the cost of on-street mitigation of the risk of vehicle attacks in the vicinity of 
their developments.

Developments should aim to achieve a high level of natural surveillance of all 
surrounding public areas including the highway. Mixed use developments can 
generate greater activity and surveillance, but a mix of uses within individual 
buildings may give rise to problems of security, management and amenity. The 
provision of independent primary and secondary access points will be required so 
that proposed uses are separate and self-contained.

How the policy works

Early engagement with the City of London Police and the City Corporation is 
essential. This should promote compatible local authority, police and private security 
measures, such as CCTV systems.

Where the development has an impact on heritage assets, early discussion with 
Historic England is also recommended. 

Design and Access Statements should incorporate recommendations of the City 
Police, City Corporation and ‘Secured by Design’ principles or equivalent, setting out 
how security has been considered at the design stage. It is expected that the advice 
set out in the City Public Realm Technical Manual is also incorporated into proposals 
to ensure developments offer a lasting contribution to the streets and spaces of the 
City.   


